
UVM Data Classification Matrix 

The University of Vermont has classified its information assets into risk-based categories for the purpose of determining who is allowed 
to access the information and what security precautions must be taken to protect it against unauthorized access. 

Special note to UVM researchers: 

https://www.uvm.edu/sites/default/files/UVM-Policies/policies/CUI.pdf
https://www.uvm.edu/rpo
https://www.uvm.edu/ovpr/research-integrity
https://www.uvm.edu/it


 
and disclosure will likely 

https://www.uvm.edu/sites/default/files/UVM-Policies/policies/infosecurityprocedures.pdf?t=r1jb2g
mailto:privacy@uvm.edu


 
Data Compliance Classification Examples 

The following examples are not an exhaustive list. If you are ever in doubt, always ask the data steward listed under the Data Steward 
Designations section of UVM’s Information Security Procedures or contact the Office of Compliance and Privacy Services. 

Low Risk Moderate Risk High Risk Restricted 

• Anonymized data - Data 
that has gone through an 
anonymizing process by 
which it removes 
information from data that 
would otherwise allow 
recognition of particular 
individuals. 

• Deidentified data without 
a reidentification code – 
Data in which identifiers 
have been removed 
according to the regulation 
that covers the data and 
that do not have a 
reidentification code. For 
example, health 
information is deemed 
deidentified if it meets 
HIPAA requirements. 
Student record data has 
been deemed deidentified 
if it meets the definition 
under FERPA. If no 
regulation exists, UVM uses 
HIPAA’s deidentification 
process as a guide. 

• Data otherwise not 
protected or regulated by 
policy or regulation 

• Aggregate data 

• Deidentified data with a 
reidentification code – the 
same definition as listed in 
the Low Risk column 
except that the data has a 
reidentification code that 
allows authorized 
individuals to re-identify 
the data. 

• Non-Health (physical and 
mental), non-financial 
FERPA data 

• Data Use Agreements with 
general data protections 
called out 

• GDPR 

• Health-related (physical 
and mental) FERPA data 

• GLBA 

• Student Financial Aid Data 

• GDPR non-special category 
data 

• HIPAA 

• PCI DSS 

• Export controlled data 

• FISMA 

• CUI 

• GDPR special category 
data 

• Data Use agreements with 
explicit compliance 
requirements 

 

  

https://www.uvm.edu/sites/default/files/UVM-Policies/policies/infosecurityprocedures.pdf
mailto:privacy@uvm.edu
https://www.uvm.edu/rpo/irb-policies-and-procedures
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwja1vKp-PWCAxUrv4kEHf5FBEgQFnoECCgQAQ&url=https%3A%2F%2Fwww.hhs.gov%2Fhipaa%2Ffor-professionals%2Fprivacy%2Fspecial-topics%2Fde-identification%2Findex.html&usg=AOvVaw3XuvZ3KsSulskCDV1mZ1mB&opi=89978449
https://studentprivacy.ed.gov/content/de-identified-data


 
Server Risk Classification Examples 

A server is defined as a host that provides a network accessible service. 

NOTE: servers are the responsibility of official IT units sanctioned by the CIO and should not be run by individuals or individual groups 
unless a formal approval and documentation process has occurred. If you believe data is being run on local servers and not going 
through Enterprise Technology Services, contact the Information Security Office for further guidance. 

Low Risk Moderate Risk High Risk Restricted 

• Servers used for research 
computing purposes 
without involving 
Moderate Risk, High Risk, 
or Restricted Data 

• File server used to store 
published public data 

• Database server if the only 
identifiers contained are 
UVM Net IDs. 

• The server does not 
require user 
authentication and only 
contains low risk data 

• Servers handling 
Moderate Risk Data 

• Database of non-public 
University contracts 

• File server containing non-
public procedures/ 
documentation 

• Server storing non-health 
related student records 

• Server requiring NetID or 
LCOM username 
authentication 

 

• Servers handling High Risk 
Data 

• Servers managing access 
to High Risk systems 

• Core campus 
infrastructure 

• Server storing employee or 
student health records 

• Server requiring privileged 
account and/or group 
access or special network 
controls 

• Servers handling 
Restricted Data 

• All hosts enclosed in a 
special-purpose enclave 
due to regulatory 
requirements  

• Server requiring privileged 
account and/or group 
access or special network 
controls  

• CIO approved multi-factor 
authentication 

 

Application Risk Classification Examples 

An application is defined as software running on a university sanctioned server that is network accessible. If you are unsure whether the 
server you are running is university sanctioned, contact the Information Security Office for further guidance. 

Low Risk Moderate Risk High Risk Restricted 

• Applications handling Low 
Risk Data 

• Online maps 

• University online catalog 
displaying academic 
course descriptions 

• Bus schedules 
• Publicly available salary 

information 

• Applications handling 
Moderate Risk Data 

• Mechanisms for salary 
distribution 

• Directory containing 
phone numbers, email 
addresses, and titles 

• University application that 
distributes information in 
the event of a campus 
emergency 

• Online application for 
student admissions 

 

• Applications handling 
High Risk Data 

• Human Resources 
application that stores 
employee SSNs 

• Application that stores 
campus topology 
information 

• Applications that store 
student/family and 
employee financial 
information 

• Employee salary 
information from sources 
outside of UVM and salary 
data that is not otherwise 
public 

• Application collecting 
personal information of 
donor, alumnus, or other 
individual 

• Application that processes 
credit card payments 

• Applications handling 

mailto:iso@uvm.edu
mailto:iso@uvm.edu


 
Approved Services – Non-Research 

This table indicates which classifications of data are allowed on a selection of commonly used UVM IT services. This is not a 
comprehensive list. Please verify with the appropriate data steward for the service allowed for your data type. For a list of current data 
steward designations, see page 10 of UVM’s Information Security Procedures. If you are ever unsure, contact the Chief Privacy Officer 
for further guidance. 

Low Risk Medium Risk High Risk Restricted 

• www.uvm.edu 

• www.med.uvm.edu 

• BrightSpace 

• PlanOn 

• Email 

• OneDrive 

• COMET, VIC and related 
applications 

• PeopleAdmin 

• SharePoint Services 

• Axiom 

• PeopleSoft 

• Banner 

• SEDRC 

 

• PointNClick 

• ASPN 

• HIPAA/PHI enclave(s) 

• CMMC enclave(s) 

 

Approved Services for Research 

Researchers should consult with Enterprise Technology Services/LCOM Information Security at iso@uvm.edu whenever collecting, using, 
or storing restricted data. The following is not an exhaustive list. Should you ever have any questions please reach out to one of the 
following: 

• Sponsored Project Administration 
• Vice President for Research 
• Chief Information Officer 
• Information Security Officer 

Low Risk Medium Risk High Risk Restricted 

• Public data 
• Read Only/View access 

• Coded data with no 
additional requirements 
(no BAA or DUA 
requirements where the 
key is kept separately and 
securely) 

• Identifiable Data (human 
subject research) 

• Required Protections 
covered under Data Use 
agreement 
 

• CUI 
• Export Controlled Data 
• PHI 
• Required protections 

under BAA 

• www.uvm.edu 

• VACC 

• Zoo files 

• LCOM file servers 

• OneDrive 

• Local computer hard 
drives 

• Removable media 

• OneDrive 

• Restricted access 
institutional file servers 

• LCOM secured L: drive 

• Qualtrics 

• REDCap 

• LCOM SEDRC 

• REDCap 

 

• CMMC enclave(s) 
 

 

https://www.uvm.edu/sites/default/files/UVM-Policies/policies/infosecurityprocedures.pdf?t=r1jb2g
mailto:privacy@uvm.edu
http://www.uvm.edu/
http://www.med.uvm.edu/
mailto:iso@uvm.edu
mailto:spa@uvm.edu
mailto:ovpr@uvm.edu
mailto:cio@uvm.edu
mailto:iso@uvm.edu
http://www.uvm.edu/
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